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On the Generalization Analysis of Adversarial Learning

Waleed Mustafa! Yunwen Lei? Marius Kloft !

Abstract

Many recent studies have highlighted the suscep-
tibility of virtually all machine-learning models
to adversarial attacks. Adversarial attacks are
imperceptible changes to an input example of a
given prediction model. Such changes are care-
fully designed to alter the otherwise correct pre-
diction of the model. In this paper, we study the
generalization properties of adversarial learning.
In particular, we derive high-probability gener-
alization bounds on the adversarial risk in terms
of the empirical adversarial risk, the complexity
of the function class, and the adversarial noise
set. Our bounds are generally applicable to many
models, losses, and adversaries. We showcase
its applicability by deriving adversarial general-
ization bounds for the multi-class classification
setting and various prediction models (including
linear models and Deep Neural Networks). We
also derive optimistic adversarial generalization
bounds for the case of smooth losses. These are
the first fast-rate bounds valid for adversarial deep
learning to the best of our knowledge.

1. Introduction

Machine learning has been shown to be susceptible to a
large number of security threats (Barreno et al., 2010; Paper-
not et al., 2016). One such threat is adversarial examples
(Szegedy et al., 2013; Biggio et al., 2013). Adversarial ex-
amples are perturbed inputs carefully designed to alter a
model’s prediction while being imperceptible to humans.
This paper studies the generalization properties of models
trained to withstand such adversarial attacks. While much
work has been conducted on the algorithmic design of at-
tacks (Carlini et al., 2017; Brendel et al., 2017; Awasthi
et al., 2021; Engstrom et al., 2019), and defenses (Madry
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et al., 2017; Finlay & Oberman, 2019; Kannan et al., 2018),
there is a lack of theoretical understanding of the general-
ization properties of adversarial learning.

The current state of the art in the generalization analysis
of adversarial learning has the following limitations to our
knowledge. First, all previous papers on adversarial gen-
eralization apply solely to additive adversaries (in which
the attacker adds a small perturbation to the input sample).
However, there is a recent trend in using non-additive ad-
versaries (Hendrycks & Dietterich, 2018; Engstrom et al.,
2019; Wong & Kolter, 2020; Awasthi et al., 2021). Previ-
ous generalization analyses are inapplicable in this setting.
Second, all previous papers consider restricted setups based
on simple models and architectures (linear model or one-
hidden-layer neural networks; Yin et al., 2019; Awasthi et al.,
2020) or unrealistic assumptions (Dan et al., 2020; Schmidt
et al., 2018; Farnia et al., 2018; Gao & Wang, 2021), or
they use surrogate losses (Khim & Loh, 2018; Yin et al.,
2019). However, a surrogate upper bound does not necessar-
ily lead to a meaningful generalization bound on the original
(adversarial) loss (Awasthi et al., 2020). Next, there exists
no unified analysis applying to a large variety of models,
Moreover, there are no fast-rate bounds (Srebro et al., 2010)
for adversarial learning using neural networks. Finally, all
previous results scale at least O(+/K) in the number of label
classes K and are thus inapplicable to extreme classification,
or structured prediction (Prabhu & Varma, 2014).

We derive generalization bounds that do not suffer from
the limitations mentioned above. Our contributions can be
summarized as follows:

* We derive the first generalization bounds for adversar-
ial learning valid for general (possibly non-additive)
noise functions (thus covering a wide array of attacks).

* Our bounds are modular and general. They can be
applied to many models, from linear models over ker-
nel machines to neural networks. Extending it to new
models is easy: it requires simply computing the ¢ -
covering number of the model.

* We show the first generalization bounds for adversarial
learning of Deep Neural Networks applying to the
adversarial loss directly, not a surrogate.
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* Our bounds scale O(log(K)) in the number of label
classes, making them suitable for multi-label learning
and structured prediction in adversarial environments.

* Finally, we show the first fast-rate bounds for adversar-
ial deep learning.

The rest of the paper is organized as follows. We discuss
related work in Section 2. In Section 3, we introduce the
notation and the problem setup. Section 4 is dedicated to
the main results of this paper. We apply our approach to
several models and adversarial attacks in Section 5. Finally,
we provide fast-rate bounds in Section 6 and discuss our
findings in Section 7.

2. Related Work

In this section, we first give an overview of popular adver-
sarial attacks and defenses and then review the related work
on the generalization analysis of adversarial learning.

Adversarial attacks Adversarial attacks are usually cat-
egorized as white-box (Carlini & Wagner, 2017) or black-
box (Brendel et al., 2017), depending on the information
available to the attacker. Most commonly, the attacker is
constrained to alter the input by additive noise from an £,,-
ball. Recently, further (non-additive) attack models have
been considered. In which the adversary manipulates the in-
put by a non-linear transformation, either in the input space
(e.g., rotation of an input image; Engstrom et al., 2019) or
in a semantic representation space (e.g., in the frequency
domain of an image; Awasthi et al., 2021).

Defenses In response to such attacks, several defense
mechanisms have been developed, for instance, based on
regularizing the model’s Lipschitz constant (Bietti et al.,
2018; Cissé et al., 2017), input gradient (Hein & An-
driushchenko, 2017; Ross & Doshi-Velez, 2018), or input
Hessian (Mustafa et al., 2020) at training. The most widely
used defense mechanism against adversarial attacks is adver-
sarial training (Madry et al., 2017) and its variants (Kannan
et al., 2018; Zhang et al., 2019). Its key idea is to replace
clean training samples with their adversarial counterparts
while maintaining their correct labels. Systematic studies
have shown that the resulting models are robust and can
withstand a large number of attacks (Athalye et al., 2018).

Generalization Analysis of Adversarial Learning We
now discuss the existing generalization bounds for adver-
sarial learning. Dan et al. (2020) and Schmidt et al. (2018)
showed bounds valid only in the idealized binary classifica-
tion scenario where the data is sampled from two Gaussians.
The prediction function is linear in both papers, and the
bounds scale linearly in the number of dimensions. Dan

et al. (2020) also showed a matching lower bound. Attias
et al. (2019) showed a bound based on the VC-dimension of
the function class, which can be very large for many models.
Their study considers attacks with a finite adversarial noise
set. However, virtually all practical attacks use an uncount-
able infinite noise set. Gao & Wang (2021) and Farnia et al.
(2018) showed bounds assuming that the attack is apriori
known to the learner, which is a strong assumption since the
attacker could utilize any attack available in practice. Xing
et al. (2021) leveraged the algorithmic stability to study the
generalization of adversarial learning.

Several authors have used the Rademacher complexity to
study the generalization of /,-additive-perturbation attacks
(Khim & Loh, 2018; Yin et al., 2019; Awasthi et al., 2020;
Xiao et al., 2021). In contrast, our analysis applies to a much
wider range of attacks. Khim & Loh (2018) introduced the
tree-transform, in which the supremum over the adversarial
noise set is propagated through the network layers to es-
tablish an upper-bound on the adversarial loss. This upper
bound, however, can be vacuous for Deep Neural Networks
since its looseness grows exponentially with the depth of
the network. Since our approach applies directly to the loss,
it does not suffer from this problem. In addition, their bound
grows as O(K) in the number of classes K, while ours is
O(log(K)).

Yin et al. (2019) showed generalization bounds for linear
models and one-hidden-layer neural networks based on the
surrogate loss introduced in Raghunathan et al. (2018) under
{-additive perturbation. Their bound does not apply to
(deep) neural networks with two or more hidden layers. Our
approach applies to neural networks with arbitrary many
layers (Deep Neural Networks) and is directly based on the
adversarial loss, not on a surrogate. Awasthi et al. (2020)
also derived bounds directly based on the adversarial loss,
but only for linear models and one-hidden-layer networks.
Their bound scales as O(y/m) in the number of neurons m,
while ours is O(log(m)).

3. Problem Setup

We now define the formal setup of adversarial learning. We
start by defining general statistical learning, after which
we introduce the adversary. Let Z = X x ) be an input-
output space, where X C R? is an input/feature space
and Y = [K] := {1,..., K} is an output/label space. We
further assume that there is an unknown probability measure
D defined over Z. The goal of supervised learning is to
find a function g : X — ), such that, for a given loss
function £.. : Y x ), the expected loss E, ) ~p[lc(9(z), y)]
is minimized. We are interested in parameterized-scoring-
based classifiers based on multivariate model functions f :
X — RE. The classification function g is obtained by
g(x) = argmaxgey f(x). Since the distribution D is
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usually unknown, we utilize a sample from it to learn g. Let
{#zi = (@, y;)}_, be an i.i.d. sample drawn from D. The
classification function is selected from the hypothesis class
Fw = {z — f(z,w) : z € X,w € W} parameterized
by w € W, where W is some parameter space. We are
interested in empirical risk minimization, with the parameter
w defined by

n

1
W= arg;nei&/ﬁ 25(]0(331‘710)7%)7
im

where £ : RX x ) — R, is a given loss function.

An adversary utilizes a noise application function A : &’ x
B — X, where B is a noise space, to modify an input
of a classifier with the goal to alter its prediction. To our
knowledge, all previous work on adversarial learning theory
considered only the special case where A is the additive
noise A(z,d) = x + § and B is the £,-ball {J : ||d]|, < €}.
In contrast, we consider a more general A' and therefore,
our results can be applied to a broader array of attacks (e.g.,
Engstrom et al., 2019; Awasthi et al., 2021). Given an input
example x and a learned parameter setting w, the adversary
selects the noise parameter §* by

0= U(f(A(z,6); .

arg max ((f (A(z,0); w), )

A common strategy to train a robust model is adversarial
training (Madry et al., 2017). The training is achieved by
solving the min-max problem

wadv = arg rnel&, Radv (w)7
w

where Raqy(w) = 2 3" maxsep £(f(A(xi,6);w), y:)
measures the empirical risk of the model on the training
examples subject to adversarial noise. We are interested in
the adversarial generalization behavior of w,q, as measured
by the population risk in the adversarial setting:

Ragy (Wady) := Ep [Igleagﬁ(f(A(x, 0) wadv))].
We refer to the difference between the population risk
R,4v(w) and the empirical risk Raqv(w) as the general-
ization error of w.

4. Main Results

In this section, we introduce our main result. Our primary
tool is based on covering numbers defined below. Roughly
speaking, covering numbers measure the complexity of a

!Since any sample 2’ can be obtained from another sample x
by adding § = 2’ — z, the key limitation of additive attacks lies
in the restriction ||6]|, < e. For example, while a rotation of an
image by a small angle is considered imperceptible, it may result
in||z" — z|leo < 1, where pixels are in [0, 1].

function class F in terms of the number of balls required
to approximate the class to a prescribed accuracy under the
metric D.

Definition 4.1 (Covering number). Let (A, D) be a pseu-
dometric space. We say that C' C A is an (¢, D)-cover to
AcCAif

sup inf D <e.

P s .
The covering number of A at e precision, denoted as
N (e, A), is the size of the minimal-cardinality set that cov-
ers A.

For a data set S := {z;}_; with z; € Z and a function
class F with its elements taking values in a (possibly infinite-
dimensional) real vector space V, the (€, D)-empirical cov-
ering number of F on S, denoted as Np(e, F,S), is the
(e, D)-covering number of the set

f|S:{(f(Zl)’af(Zn))f€]:}

The £,, pseudo-metric on V" is
IR o1
Dy(z,y) = (— >l = willP) 7,
i=1

where || - || is a general norm on V. If p = oo we ob-
tain Doo(2,y) = maxepy ||z: — vil|. We denote by
Nyp(e, F. |- I, S) and N (6, F, || - ||, S) the covering num-
bers w.r.t. the D,, and D, metrics, respectively.

Our main approach is to view adversarial generalization as
multi-label classification, which allows us to utilize recent
advances in the generalization analysis of vector-valued
learning to study adversarial generalization (Wu et al., 2021).
The loss function class of interest is

Guay = {z = max (f(A(,8).9) : f € F}. (D)

We define a new function class as follows. For each func-
tion f € F, we construct a functional g : Z — (R¥)
as g(z) := £(f(A(x,-)),y). That is, g receives an input-
output vector z and outputs a function B — RX. The
corresponding function class is then

G:={z = Uf(Alx,),y) : f € T}

In the following lemma, we introduce our first main result.
The lemma states that the covering number of the function
class G,qv is bounded by the covering number of the func-
tion class G. Therefore, the covering number of G can be
used to control the adversarial generalization.

Lemma 4.2. Let G.4y and G be defined as above. It holds
Noo(€7gadV7 | : |a S) S NOO(E,Q, H : ||OoaS)a

where ||g||oo = sup, |g(2)],g € G.
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The proof of this lemma is deferred to the appendix. The
theorem allows us to control the /,,-covering number of
the adversarial loss class by the ¢.,-covering number of the
class G.

While Lemma 4.2 provides an essential tool to control the
complexity of the adversarial loss class, deriving an up-
per bound to N (€, G, ||.||oc,.S) is not simple. The main
challenge is that the functions in G take values in an infinite-
dimensional vector space. Our approach to this problem is
to approximate such a space by a finite discretization. To
that end, we introduce a Lipschitzness assumption on the
functions § — £(f(A(x,9)),y) for f € F.

Definition 4.3 (Lipschitz continuity). Let f : V; — Vo bea
map from vector space V; to Vs. Let V1 and Vs, be endowed
with norms || - ||;, and || - ||;,, respectively. We say that f is
(I liss]l - [l2,)-Lipschitz with constant 7 if, for any 6,8 € Vi,

we have:

1£(0) = f(0")liy < 7116 = 0]l
When V2 = R, then || - ||;, is the absolute value and the
notation is simplified to || - ||;, -Lipschitz.

We now introduce our main result to relate the {,-covering
number of class ~gadv to the covering number of the dis-
cretized version G,q4, defined below.

Lemma 4.4. Let § — {(f(A(z,0)),y) be || - ||-Lipschitz
with constant L, forall x € X,y € Y, and f € F. Let
Cg(e/2L) be an (e/2L, || - ||)-cover of B. We define the loss
class

Gadv = {(2,0) = U(f(A(z,0)),y): fEF} (2

and the extended training set
S ={(xs,0,y;) ;i € [n],g € Cg(e/2L)}. 3)
Then we have

Noo(evgadvv ‘ . |,S) SNOO(G,Q, ” . ”0078)
SNOO(E/27g~adV7" |a§)

Note that functions in G,q, involve the maximum over 3 due
to adversarial learning, which is removed for functions in
Gadv. This is achieved by incorporating J into the argument.
Also, note that each element of G,q4, and ,C';adv is a scalar
function. Therefore we use | - | in the definition of covering
numbers. For comparison, each element in G is a functional
mapping z to a function on 5. Therefore we use || - || o in the
involved covering number. For brevity of notation, we often
omit either | - | or || - ||oo when mentioning covering numbers.
The proof of this lemma is deferred to the appendix.

Remark 4.5. We note that Lemma 4.4 controls the com-
plexity of the adversarial loss class by the complexity of

its non-adversarial counterpart. Therefore, it can be readily
applied to a wide array of models where a covering number
bound exists. This is in contrast to virtually all approaches
in the literature (Yin et al., 2019; Khim & Loh, 2018; Xiao
et al., 2021; Awasthi et al., 2020; Farnia et al., 2018), in
which a function-class-specific approach is used.

Remark 4.6. The Lipschitzness condition on the function
0 — L(f(A(x,9)),y) is necessary in Lemma 4.4. It is a
mild condition that most attacks fulfill (e.g., Engstrom et al.,
2019; Awasthi et al., 2021; Madry et al., 2017).

Remark 4.77. The size of the extended training set S grows
linearly in the size of the set Cg(¢/2L). In principle, the
size C(e/2L) can grow exponentially in the dimension-
ality of B. However, the dependence of the generalization
performance is of the order O(log% (1S])) for many func-
tion classes (e.g., Bartlett et al., 2017; Zhang, 2002; Mustafa
et al., 2021). These lead to generalization bounds with a
square-root dependency on the dimensionality of 5.

We now state our main generalization bound, which con-
trols the generalization errors by an integral of covering
numbers on Qadv. This result is modular: one needs to plug
a covering-number bound into it to obtain a generalization
bound for adversarial learning.

Theorem 4.8. Let § € (0,1). Suppose that the loss { is
bounded by 1. Let G and S be defined as (2) and (3). With
probability at least 1 — § over the training data S, for all
w € W, we have

log(2/6)

Radv(w) S Radv(w) + 3

a>0

2n
24 ! —
+ inf <8a+ %/a \/log/\/oo(e/2,gadv,3)de> .

5. Applications

In this section, we present several applications of Theorem
4.8. Our first example is multi-class linear classifiers with
additive adversary.

5.1. Regularized Multi-class Linear Classifiers

We consider the K -class linear classifiers with the following
hypothesis class:

Fi= {x o Wa: W e REX|[W |y < A}. )

We further assume that max,cx ||| < ¥. For a given
hypothesis f € F, we carry out prediction for an input x €
X by x — arg max;¢(k] fi(x). The quality of prediction is
measured by the multi-class margin loss defined as

L, it M(t,y) <0,

1—M(t,y)/p, f0<M(t,y)<p, ©)
0, ift>p,

Eﬂ(ta y) =
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where M (t,y) = t,, — max,4, t,s. The margin loss (5) is
an upper bound on the zero-one loss and is || - ||o-Lipschitz
with constant 2 in the first argument for all y € Y (Bartlett
etal., 2017).

{.-additive perturbation We first consider the /., at-
tack (Goodfellow et al., 2014; Kannan et al., 2018), in which
the attacker utilizes an additive noise application function
A(z,90) = x + 6, where € X, and the noise set is the
{-ball

B={0:d|lec <pB}C R,

To apply Lemma 4.4, we first show the Lipschitzness of the
function 6 — £,(W(x +0),y).

Lemma 5.1. Consider the function gy (z,0) = (W (x +
9),y) and assume |W||1,00 < A1. Then, for any z, the
Sunction 6 — gw(z,0) is || - ||co-Lipschitz with constant
2A

E

Based on the Lipschitzness of the adversarial loss function
in the above lemma, we can bound the covering number of
the adversarial class in the lemma below.

Lemma 5.2. Let F be the multi-class linear hypothesis
class defined in (4) and {, the multi-class margin loss (5).

Further, let gady and QNadV be defined as in (1) and (2). Then,
for e > 0and S defined in (3), we have

CA%(V + VdB)? Liog
€2p? ’

1og Nog (€/2, Gaay, ) <

where C is an absolute constant, U/ = ¥ + v/d3 and

/ d
Liog := log (2 FGA(\P) + 2} nk (mﬂAl) + 1) .

€p pe

If we plug the above lemma back into Theorem 4.8, we get
the following corollary.

Corollary 5.3. With the notation above, with probability at
least 1 — § over the draw of the training data, for all w € W,
we have

3 8 log(2/6
Ry (w) < Raav(w) + — +3 0g(2/90)

2n
L OAY+ VdB) Liog
Vnp ’

where C is an absolute constant, V' = U + \/35 and

(6)

p

l d
Liog=log? (4 {Wj)nﬁ—l-‘ nK (1251\171> +1> log(n).

Remark 5.4. We note that the dependence v/d on d in the
term ¥ + v/dJ3 is due to the mismatch between the norm

on the input 2 and the norm in the ball B. Indeed, we have
used the inequality ||§]|2 < v/d||6]|co. This dependence on
d vanishes if the bound on the norms of = and § matches
(e.g., if we consider the attack where B := {4 : ||d]]2 < 8}).
Remark 5.5. The term ilog incurs also a square root depen-
dence on the dimension d. Such a dependence is attributed
to the complexity of the adversarial noise set 3. For exam-
ple, if B is contained in a low dimensional manifold d’ < d,
the dependence is reduced to O(+/d’). This motivates pro-
jecting the input onto a low-dimensional manifold to reduce
the effective dimensionality of the adversarial noise.
Remark 5.6. We now compare the bound (6) to the bounds
in Yin et al. (2019); Xiao et al. (2021), Khim & Loh (2018),
and Awasthi et al. (2020). The dependence of the bound
(6) on the number of classes is of the order O(log(K)),
while the bounds in Yin et al. (2019); Xiao et al. (2021) and
Khim & Loh (2018) are of the order O(K+/K) and O(K),
respectively. Therefore, the bound (6) is favourable in the
classification setting with a large K.

The dependence of the bound (6) on the input dimension is
of the order O(d). On the other hand, the dependence on d
in Yin et al. (2019), Awasthi et al. (2020), and Khim & Loh
(2018) is of the order O(v/d), and thus our bound incurs
an extra \/d term. Similar to our bound the cost of v/d in
their bounds is due to the mismatch of the norm constraint
on x and §. Unlike the bound (6), their bounds do not in-
cur the v/d resulting from the complexity of the adversarial
noise set. This is because for linear models with £,,-additive
perturbation the function class transformation in their anal-
ysis is tight, and thus effectively the set B is a singleton
with dimension 0. Hence, the bounds (Yin et al., 2019;
Awasthi et al., 2020; Khim & Loh, 2018) are favourable
for multi-class linear models with £,,-additive perturbation
when K < +/d.

Adversarial spatial transformation We now consider
the adversarial spatial transformation in Engstrom et al.
(2019). It is based on the spatial transformer network (Jader-
berg et al., 2015), which introduced a parameterized spatial
transformation that is Lipschitz in the transformation param-
eters. For simplicity of presentation, we consider square
images (v € RV with v/d being an integer) and linear
spatial transformations (including rotating and shearing).
Therefore, the noise parameter is a matrix § € R%2*2, The
adversarial transformation function A is defined in the fol-
lowing steps: first, the indices of the image are transformed

by
u® _ 511 (512 Ut
()G &) () o

where u®, v € [v/d] are the target indices of the pixel at the
source indices u®, v®. Let U* € [v/d]? be the aggregation of
all the «* indices in one vector. Define V%, U?, V'* similarly.
Denote by (U*,V?®) = S(U?, Vt, ) the transformation (7).
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The output image 7 is then obtained by setting the value at
the index (U}, V;!) for i € [d] according to

Vi Vi
> wmax(0,1-[V; —k|) max(0, 1-|U; —1]). (8)
k=11=1

LetZ = T (x, (U®,V?)) denote the transformation (8). The
noise application function for the attack A is then defined
as

A(x,0) = T (x,S(U", V1, 6)). ©)

The following lemma establishes the Lipschitzness of the
functions A and 6 — ¢,(WA(x,0),y).

Lemma 5.7. Let A(z, ) be the noise application function
defined above. For all | x|y < W4, the function § — A(x, )
is (|| - [loo || - |loo)-Lipschitz with constant 4¥1~/d. Further,
the function § — £,(W A(x,),y) is || - ||co-Lipschitz with
8, A1Vd

p

constant

We can now derive an upper bound on the /.,-covering
number of the adversarial loss. The result is summarized in
the following lemma.

Lemma 5.8. Let F be the multi-class linear hypothesis
class (4) and {,, the multi-class margin loss (5). Let G,qy
and Gadv be defined as (1) and (2), respectively. Then, for
€>0, ||6]loc < Band S defined in (3), we have

~ ~ CAZ\I’2L10
log Mo (¢/2,Guav: 5) < =5 5%

where C'is an absolute constant,

16AT 4
Liog := log (2 [6 n 2} nk (“) n 1) ,
€p pe
a = C1 M V1V d, and C4 is a constant.

Applying Lemma 5.8 and Theorem 4.8, we get the following
immediate corollary.

Corollary 5.9. With the notation above, with probability at
least 1 — § over the draw of the training data, we have, for
allW e W,

log(2/0) | 8 CAT Lg

< B o\ T 2
Radv(W) < Radv(W) +3 + \/ﬁp R

2n

3

where C is an absolute constant and

4
Liog = log? (4 {SA% + 1} nk (“") + 1) log(n).
p p

Remark 5.10. Note that unlike the bound (6), there is no
direct dependence on the input dimension d outside of the
log terms. This is because spatial transformations do not

alter the image norm. Furthermore, the complexity of the
noise set B is drastically reduced (55 is four-dimensional) in
comparison to the additive noise attack. Thus the important
factor is the complexity of the adversarial noise set and not
the input dimension.

Remark 5.11. To the best of our knowledge, this is the first
adversarial generalization bound valid for an attack other
than the /,,-additive attack. It is unclear how to adapt the
existing approaches in the literature to general attacks.

5.2. Neural Network

We now turn our attention to feed-forward neural networks
under different attacks. Recall that a feed-forward network
is defined as the composition of a set of L-layers. Each layer
I € [L] consists of a linear transformation parameterized
by the matrix W' € R™*™ -1 where m; is the width of
layer [, followed by an element-wise non-linear Lipschitz
activation function o (-). We have mq = d (the input dimen-
sion) and m;, = K (the number of classes). Therefore the
network function Nyy (z) is evaluated as

Ny(z) = Wre(WH lo(---o(W'a))--+)),  (10)

where W = (W1,... , WZL). We consider norm-bounded
networks with the following hypothesis class

F:={z— Ny(z) : W e W} (11)

The quality of classification is measured by the margin loss
function (5). In the following, we summarize the assump-
tions used throughout this section.

Assumption 5.12. Let WW € W be the weight of the net-
work (11). Suppose that W is such that, for all W € W,
itis W2 < a; and |[WY|, < s foralll € [L — 1].
Further, suppose that, for all W € W, itis |[WL|5 € ar,
IWE 2,00 < 51, and [W 100 < ).

{-additive perturbation We now consider the /-
additive perturbation applied to multi-layer neural networks.
As with the linear case, we first establish the || - ||oo-
Lipschitzness of the function 6 — ¢,(Nyy(x + 6),y). The
following lemma summarizes the result.

Lemma 5.13. Let Ny be the neural network function de-
fined in (10). Further let £,, be the loss function (5). With
Assumption 5.12, the function g(6) = £,(Nw(x +0),y) is
| - l|oo-Lipschitz in § with constant %(HlL:2 s1)8h/m1 for
all (x,y) € X x Yand W € W.

The following lemma introduces an upper bound of the ¢ -
covering number of the neural network adversarial class.

Lemma 5.14. Let F be the multi-class neural network
hypothesis class (11) and £, be the margin loss (5). Let
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B :={0: |||l < B}. Further let G,q, and Gady be de-
fined as (1) and (2), respectively. Assume Assumption 5.12
holds and ||z||s < V. Then, for S defined in (3) and ¢ > 0,
we have

L L

L CL2U" a2
log(Nm(€/27 gadvv S)) < 55 H 512 (Z Sé) Llogv

€
P =1 1=1 "!

where
/ _ 681\ “
Liog :=log | (C1¥'T/(ep) + Cam) n o 11,

U= (U + \/35) I = maxle[L](Hle si)aymy/s;, A =
%(HIL=2 51)81y/m1, m = maxe(r) my, and C,Cy, Cy are
universal constants.

The following corollary follows directly from the above
Lemma and Theorem 4.8.

Corollary 5.15. With the notation above, with probability
at least 1 — 0 over the draw of the training data, for all
W e W, we have

Radv (W) < Radv (W)

where C is an absolute constant, V' = U + \/gﬂ and

D=

Z/log =log

Remark 5.16. Note that similar to the linear case, the bound
has two v/d dependence. The first is in W’/, which arises
from the mismatch of norms and can be mitigated by control-
ling the appropriate norm as discussed above. The second
V/d term in ilog is due to the complexity of the adversarial
noise set B. As discussed in the linear case, a projection
on a low-dimensional manifold can help reduce such depen-
dency.

Remark 5.17. The generalization bound in Yin et al. (2019)
applies only to a one-hidden-layer neural network and is
based on the surrogate upper bound introduced in Raghu-
nathan et al. (2018). This is in contrast to our bound, which
directly applies to multi-layer networks and the adversarial
loss. While the bound in Khim & Loh (2018) applies to
multi-layer networks, it is based on a harsh surrogate up-
per bound, which pushes the maximization through each
layer, thus multiplying the bound slack. This can lead to
a vacuous bound for Deep Neural Networks. Furthermore,
their bound is of the order O(K /d) compared to our bound
O(log(K)+/d) (using compatible norms on z and §). While

1 d
<<C1\I;Fn +C’2m) n (Gﬁp)\n> +1> log(n).

the result in Awasthi et al. (2020) applies directly to the
adversarial loss, it applies only to one-hidden-layer neural
networks and binary classification. Their bound is of the
order O(v/dm) while ours is O(v/dlog(mm)), where m is
the width of the hidden layer.

Adversarial spatial transformation We consider the ad-
versarial attack based on the spatial transformation in
(9). We begin by establishing the Lipschtizness of § +—
Co(Nw (A(2,9)),y).

Lemma 5.18. Let g(6) = {,(Nw(A(z,9)),y) and As-
sumption 5.12 hold. Then for all W € W, (z,y) € X xY, g
is || - loo-Lipschitz with constant %(HzL:z s1)sh/mi¥Vd.

Lemma 5.19. Let F be the multi-class neural network hy-
pothesis class (11) and £, be the margin loss (5). For the
adversarial spatial attack defined above, let G.q4, and Gadv
be defined as in (1) and (2), respectively. Suppose that
Assumption 5.12 holds, and ||z||; < ¥y, ||z]2 < U, and
16]loc < B, for all § € B. Then for S defined in (3) and
€ > 0, we have

- CL2U? L g2
log(Noo (gadva 57 6/2)) S 512 <Z 5712 Llog>

2.2
et i 1=1 "1
where
CaBA\*
Liog := log <(C’1\III‘/(6p)+CQm)n< ip ) +1>,
C,Cy,Cy,C3  are universal C()Lnstants, m =
maxjerymy, I = maxerr)([[;2, si)amu /s, and

A= ([T 505ty (91vd).
We can plug the above complexity bound back into Theorem

4.8 and derive the following generalization error bounds.

Corollary 5.20. With the notation above, with probability
at least 1 — 0 over the draw of the training data, for all
W e W, we have

Radv (W) S Radv(w) + E +3

where C is an absolute constant, and
g [/ CLT 68 n\"
Llog:10g§ (( 1p n—i—C’2m> n ( 6pn> —|—1> log(n)

Remark 5.21. The bound has no direct dependence on d
outside of log terms as with the linear case. This is due
to the low complexity of the adversarial spatial transform
without altering the image norm.
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6. Optimistic Bounds and Fast Rates

In this section, we aim to derive optimistic bounds for
the generalization of adversarial learning in the sense of
incorporating the training errors into the generalization
bounds. Optimistic bounds have been studied before in the
binary-classification settings (Srebro et al., 2010) and multi-
classification settings (Reeve & Kaban, 2020), where they
have resulted in fast-rate bounds for smooth losses under
low-noise conditions. We aim to extend these approaches to
the case of adversarial examples. Our results are based on
the local Rademacher complexity (Bartlett et al., 2005).

Definition 6.1 (Rademacher complexity). The empirical

Rademacher complexity of a function class F of real-valued
functions with respect to a set S = {z;}7_, is defined as

n

Rs(F) =B [sup - > oif(21)],

fer i

12)

where {o;} are random variables with equal probability of
being either +1 or —1.

Our result applies loss functions ¢ with a certain smoothness
condition defined by the following robust-self-bounding
property.

Definition 6.2. Let ¢ : RE x ) — R be a loss function.
We say that ¢ is robust-self-bounding-Lipschitz with respect
to a set B if, for all y € ) and all measurable functions
v:B— RE and p : B — RX we have

| max £(v(8), y)-max ((u(9), y)| < Amax [[v(3)}-4()ll

x max{max {(v(9), y), max £(u(8), )}’

Remark 6.3. The robust self-bounding property is inspired
by the self-bounding property introduced in Reeve & Kaban
(2020) as follows

£(v,y) — €(p, )| < Amax{£(v, y), €(1, )} v — pilloo-

The key difference is the introduction of the adversarial max
operator maxgsep to adapt to adversarial learning.

Remark 6.4. The robust-self-bounding property is main-
tained by several realistic losses. For instance, consider the
smooth margin loss L, (t,y) =

1 it M(t,y) <0
2(M(t,y)/p)* =3 (M(t,y)/p)°+1 if0< M(t,y) < p
0 if M(t,y) > p,

defined in Reeve & Kaban (2020). This function is an upper
bound on the zero-one loss, therefore, it can be considered
as a surrogate loss to classification scenarios. It is further
a robust-self-bounding-Lipschitz with § = 1/2 and A\ =
44/6/ p as shown in appendix E.

We now define the local hypothesis class and the local loss
class. For a given hypothesis class

Fadv = {(z,0) = f(A(z,8),w) : w € W},

we define the local hypothesis class Fogy|” C Fady as
the set of functions f € F,q, with empirical adversarial
training errors at most . That is

Foae|” = {(1’,5, y) > F(A(z,8),w) :
weWw, Radv(w) < r}.

Similarly, define the local loss class

Gaa|” 1= { (2,y) = max ((F(A(w,8),w), ) :

w e W, Rage(w) < 7’}.

We first introduce a structural result on covering numbers.

Lemma 6.5. Let G4, be defined as above. Assume that
the loss { is robust-self-bounding with parameters A\ >
0,0 € (0,1/2]. Further let 6 — L(f(A(z,0),w),y) be
| - I-Lipschitz with constant L. Let Foadv := {(z,0,y) —
flA(z,0),w)y : w € Whand S = {(x;,0,7) : i €
(n],0 € Co(s@ymr) ¥ € YV}, where Cp(e/2L) is an

(e/2L, || - ||)-cover of B. Then, we have

r € ~ A
N2(€7gadv‘ aS) SNOO (4>\(2T)07]_—adV7S> .

Lemma 6.5 establishes a bound on the ¢3-covering number
of the local loss class by the ¢.-covering number of the
extended hypothesis class Fadvy. This serves as a key step in
the proof of the next lemma, which establishes a bound on
the local Rademacher complexity by a sub-root function of
r, a key step in developing optimistic bounds (Bartlett et al.,
2005; Srebro et al., 2010).

Lemma 6.6. With the notation and assumptions of Lemma
6.5, suppose that, for all w € W, || f(z,w)|lcc < B and ¢

is bounded by b. Suppose that log N (e,fadv, S) < %,

for € € [b1,b2] and Ry, € R that does not depend on n and
€. Then,

%S(gadv |T) S

DY — v'=0/n

Lemma 6.6 establishes a bound on the Rademacher com-
plexity of the loss class G.qv|" in terms of a bound on the
empirical risk r. Note that we obtain a sub-root bound on
the local Rademacher complexity for § = 1/2.
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Remark 6.7. The condition log Vo (e, Fodv,s S) <

is satisfied by many of the typical function calsses. For
instance, it is satified by the neural network class (see
Lemma C.1) with

L L
a

Rbl = CLQ\IJIQHSIZ ( E 5l2> Llog>
1=1 "1

=1

Rbl
€2

where

d
Llog = IOg <(01\I//F/b1) + 02771) n <6b‘i)\) -+ 1) .

The next theorem presents the main result of this section,
namely an optimistic generalization bounds for adversarial
learning with a smooth loss ¢.

Theorem 6.8. With the notation and assumption of Lemmas
6.6 and 6.5, with probability at least 1 — § over the draw
of the training set S, for all w € W, we have R,q4,(w) is
bounded by

Raa(w) < Ru (1) + 1067 + \/ Roav (w) (87 + L)
+ 22 10g(1/8) oglog(n).

1 (log(1/6) + log(log(n))) and

{16[ +4OF log (b;;e(ﬂ

Remark 6.9. Note that the second term grows as O( i =L,
For the majority of function classes, R,/ is O(1), where

where L =

O hides log terms, for example for linear models (Lei
et al., 2019)), kernel methods (Bartlett & Mendelson, 2003),
DNNSs (Bartlett et al., 2017), and structured output predic-
tion (Mustafa et al., 2021). The second term would then
grow as O(1). The fourth term grows at the usual O(ﬁ)

rate. However, if NRadv (w) = 0, the fourth term vanishes,
thus leading to a O() generalization bound.

Remark 6.10. In Dan et al. (2020), the excess risk bound of
the order O(%) was shown under an assumption on the ad-
versarial signal-to-noise ratio. However, it applies to linear
classes in the idealized case that the true data distribution is
Gaussian. On the other hand, our bound applies to any func-
tion class where the covering number or the Rademacher
complexity can be bounded. Bhattacharjee et al. (2021)
presented bounds in expectation of the order O(1/n) for
linear and kernel-based models under the distributional as-
sumptions of separable data. In comparison, we develop
high-probability bounds applicable to any function class un-
der milder distributional assumptions (zero empirical risk).

7. Conclusion

We presented a general generalization analysis of adversar-
ial learning. Our analysis applies to a wide range of attacks
and models. To our knowledge, this is the first analysis
for non-additive noise. Our approach is modular and easily
applicable to a large number of models. We showcased
our general results for linear models and neural networks
with additive noise or the spatial transformation attack. Our
analysis emphasized the importance of the complexity of
the adversarial noise set 3 rather than the input space di-
mension. We further extended our analysis to the case of
smooth losses, where we derived fast-rates under zero ad-
versarial empirical risk. In future work, we will investigate
mitigating the dependence on the dimension of the noise set
B. Our hypothesis is that the complexity can be mitigated
by carefully considering the interplay between the noise set
and the function class (e.g., an additive attack on a model
first reducing the input dimension to d’ < d should yield
bounds with a dependence on d’, rather than d).
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A. Proofs of the Main Result in Section 4

In this section, we present the proofs of our main result (Theorem 4.8). As discussed in the main text, our main tool is the
£ -covering numbers (see Definition 4.1). We note that the main hardness in deriving bounds over the adversarial loss is the
maximization over the adversarial noise set. Our main strategy is to utilize the properties of the /,,-covering numbers to
control the complexity of the adversarial loss class with a high function dimensional class, thus alleviating the maximization
operator.

Our first step is to bound the covering number of the adversarial class with an extended function class where each element in
the adversarial loss class is replaced with a full-function that takes the adversarial noise as its argument as summarized in
Lemma 4.2. We now present the proof of Lemma 4.2.

Proof of Lemma 4.2. Our idea is to construct a cover for the adversarial class G,q4, on the training set S from the elements
of cover for the class G on the same training set. To avoid clutter let g(z, §, w) := ¢(fi,(A(x,d),y). Recall from Definition
4.1 that Noo (€, Gaaw, S) is the cardinality of the smallest cover for the set

Gadv|s = {<r§1eal§<g(z1,5, W),y ... ,Igleagg(zn,é,w))> tw E W} Cc R™

The first step of our proof is the observation that it is possible to construct an £..-cover for G,4,|s by utilizing an £,-cover
constructed for the set

Gls = {(9(z1,,w), -, g(zn, -, w))) s w € W} C (RP)™,

Note that each element of g is a vector of functions g(z, -, w) as compared to only the scalar maxsep g(z, d, w) in Gags -
Our aim now is that given a cover for G; we construct a cover for G,4,. To that extent, let

Cg ={(ci(-),-, () i € [m]} C (RP)"
be a (¢, £ )-cover of G. We now claim that the set

CGouy = {(51 :=maxc; (8),...,E ;= maxc] (5)) i€ [m]}

oeB 0eB

covers the set G,4,. Indeed, given w € W, there exist by definition j(w) such that:

m(s : g <e
s ma(55,0) 0] <

Therefore, we have

52?%'%?1?9(2“5 W) = C| = ?;?X|I§1ea,§9(2“5 ,w) — rglaxcj(w)(éﬂ

< :
max max |g(zi, 6, w) - ) (9)]

<e€

The first equality follows from the construction of Cg, . The first inequality follows from the following inequality: for
real-valued functions f, and g, we have | max, f(x) — max, g(x)| < max, |f(z) — g(x)|. It then follows that Cg_,, is an
(€, oo )-cover to Guqy,. Since the cardinality of Cg and Cg,,, are equal, we have

NOO(67gadV7S) gNoo(engS’) (13)
The proof is completed. U

Next, we present the proof of Lemma 4.4.
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Proof of Lemma 4.4. Our goal is to control the ¢.,-covering number of the infinite-dimensional class G with a finite-
dimensional counterpart. The core idea is to approximate the functions g € G with a discrete version of it. We, therefore,
require the functions in G to be Lipschitz with respect to some norm || - || and a cover of B with respect to the same norm. To
that end, let C(e/2L, || - ||) be an €/2L-cover w.r.t. a general norm || - || for the set B. Let M be the size of Cg(e/2L, || - ||).
That is,

Cp = Cal(e/2L, | - ) = {81 € [Ms]} ¢ B.

Now recall that N, (e, Gadvs S ) is the smallest cardinality of the set covering Ggis. | S defined according to the set Cg(e/2L, ||-
) as follows,

g(zlvglaw) g(zlvs%w) g(Z158M'57w)
Gaisels = : : : rweW § c R Ms
g(znvglaw) g(ZTL?S?’w) g(Z”’SMB7w)

Our goal now is to construct an (e, £, )-cover of G|g by utilizing an (€¢/2, £, )-cover of Ggisc|s. To that extent, let the set

erd1)  eH(da) -+ EH(Ony)
S [Mgdiscls] - RHXNIB'
er1) Er(a) v EM(Ony)

Gaiscls —

be an ¢/2-cover for Gyisc|s of size My sisc|s - WE NOW construct a cover of G|s. The key idea here is to construct functions
ci(+), i € [Mg,,.|;] to be piece-wise constant around each 9, for j € [Mp]. Consider the set
1(0) := ¢ (argmingiecy |6 — ')
Cg = : S [Mgdisc] € (RB)n

el

c;'(0) := & (argming e cy |16 — 6'[])

C

We claim that it is an e-cover for G. Indeed, for any w € W, by construction of Cg,, |, there exist j(w), such that

cls?

max max |g(z,0,w) — éé(w)(5)| <e€/2. (14)
v deCp(e/2L)

Therefore,
maxmax|g(zi, d, w) = ) (9)] = maxmax|g(z;, 5, w) — g(zi,67(9), w) + g(zi, 67(8), w) = () (9)]
< mavcmax (Ig(zi, 8,w) = g(zi, 8" (8),w)| +19(21,6" (), w) = €0y (9)])

where 6*(9) := argming cc,(c/21) [|[0 — 6*||. The inequality follows from triangle inequality. Since by construction of Cg
we have ¢/, () = ¢, (6%())*, we have

maxmax (|g(zi,8,w) — g(z1,6%(8),w) [ +1g (i, °(0), w) = el 9)])

— maxmax (lg(z1,6, w) = g(z1, 8" (), w)| + 19 21, 8" (8), w) = e, (6" ()]

< maxmax |g(z;, 8, w) — g(zi, 6% (8), w)| + max max |g(z;, 6, w) — é;-(w)(g)\
i deB i fecp

< L||6 — 6*(6 10,w) — &% (0

< maxmax L (O)ll + max max|g(zi, 0, w) = &) (0)]

< Le/2L+¢/2=¢

“Ties are resolved in arbitrary but fixed manner
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The second inequality follows from the Lipschtizness of g with respect to § and the || - ||-norm. The third inequality is due to
the construction of §*(-) and equation (14). Since Cg,, |, and Cg have equal size, we conclude that

Noo(€7gas) SNOO(GJgdiSC7§)' (15)

By combining inequalities (13) and (15), the result follows. L]

Now we proceed to prove Theorem 4.8. We first present the Rademacher theorem, which controls the generalization of
learning algorithms by the Rademacher complexity.

Theorem A.1 (Mohri et al. 2018). Let S = {z;}™, be i.i.d. random sample from a distribution D defined over Z. Further
let F C [0,1]% be a loss class parameterized by the set W. Then for all 6 € (0, 1), we have with probability at least 1 — §
over the draw of the sample S, for all w € W that

R(w) < R(w) + 2R5(F) + 3 w.

The theorem states that the generalization of the function class F can be controlled, with high probability, by the empirical
risk and the Rademacher complexity.

Our approach relies, however, on another complexity measure, namely /,-covering numbers. The following classical result
of Dudley’s entropy integral (Boucheron et al., 2003; Bartlett et al., 2017; Ledent et al., 2021a; Srebro et al., 2010) gives a
relationship between the Rademacher complexity and /,-covering number. We apply the version by Srebro et al. (2010).

Theorem A.2 (Srebro et al. 2010). Ler F be a class of functions mapping from a space Z and taking values in [0,b], and
assume that 0 € F. Let S be a finite sample of size m and E[f(2)?] = £ S°7" | f(2;)? We have the following relationship

—m

between the empirical Rademacher complexity Rs(F) and the covering number Ns (e, F, S).

10 Supscx E[f(2)2]
9{(]:) < inf 4.0(“!‘7 vV 10gN2(€7.7:, S)dE
nJa

a>0

We are now ready to present the proof of Theorem 4.8.

Proof of Theorem 4.8. The proof is a direct application of Theorems A.2 and A.1 combined with Lemma 4.2 and Lemma
4.4. For 6 € (0,1), we have with probability at least 1 — ¢, for all w € W

log(2/4)

Radv(w) g Radv(w) + 29{5 (gadv) +3 m

R 24 [t log(2/6
< Fuau(i) 4 jut (0 22 [ Vop N G e ) + 352

2n
; 24 ! & log(2/
Ragy(w) + ér;fo (8a+ ﬁ/a \/logNoo(e/Z,gadv,S)de) + 3\/@_

The first inequality is due to Theorem A.1 while the second is derived from Theorem A.2. The third inequality follows from
Lemmas 4.2 and 4.4. O

IN

B. Proofs of Results on Linear Models in Section 5.1

In this section, we present the omitted proof of section 5.1. The first step of our approach is to show that the loss function is
{-Lipschtiz with respect to the noise parameter 5. We then derive a bound on the size of the set Cs(¢/2L). We finally
bound the {,-covering number of the extended class G,4, on the extended data set S.

Throughout the paper, we will require upper bounds on the covering number of bounded balls in R%. We begin by reviewing
the following result deriving an upper bound on the size of the set C5(¢) defined for the general norm || - ||.
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Lemma B.1 - || be a norm, p be the metric induced by it, and k., € > 0.
A ball of radius r in R® w.r.t. p can be covered by (3{”)‘1 balls of radius e.

Our approach relies on ¢.,-covering numbers for the loss classes. We now review the upper bounds on the ¢.,-covering
numbers of linear models. The bound used in our work is a combination of the approach in Lei et al. (2019) and the covering
number bound in Zhang (2002).

Lemma B.2 (Lei et al. 2019). Let F = {x > (w] x,wq @, ..., 2)e2) : © = (w1,...,wx) € RE ||i@||s < A} be the
linear model hypothesis class, S = {(x;,y;) }j—, be a given data set. Consider an || - ||w-Lipschitz loss £ with constant L,
forally € [K]. Let S be an extended data set defined as S = {¢;(x;) : i € [n],j € [K|} where ¢;(-) is defined as

¢j(z):=(0,...,0,2,0,...,0) € R
N—— ——
Jj—1 K—j

Further let F = {x — (i, z) ,x € S, € RX? ||| < A}. Forall € > 0, we have the following inequality

Noo(€e,£0 F,S) < Noo(€/L, F, S).

The above lemma allows for controlling the ¢,-covering number of multi-class loss classes by a real-valued function class
F on an extended dataset S. The following lemma gives a covering number bound for real-valued linear function classes.

Lemma B.3 (Zhang 2002). Let L be a class of linear functions on a set of size n. That is, L = {(w, z) ,z,w € RN}. If
lz]lq < band |wl|, < a, where2 < g <ooandl/p+1/q =1, thenVe > 0,

212

log Now (€, £,m) < 36(q — 1)% log[2[4ab/e + 2]n + 1],
€

where N (€, L, n) is the worst case covering number of the class L on a dataset of size n.

The above result controls the covering numbers by norms of the data and weights. A direction application of Lemmas B.3
and B.2 gives the following corollary.

Corollary B.4. Let F be the linear multi-class linear hypothesis class, £, be the loss (5). Let S = {(x;,y;)}1—, be a given
dataset with ||z||2 < U, forall x € X, and ||W ||2,2 < A, then for all € > 0, we have

W2A2
log N (€,€, 0 F,S) < C’W log (2[8PA/ep + 2|nK +1).

Proof. We apply Lemmas B.2 and B.3 noting that £, is || - ||o-Lipschitz with constant f—norm, forally € V. O

B.1. /. -additive Perturbation Attack
We are now ready to prove the bounds of the ¢..-additive attacks applied to linear models. Our first step is to derive the

|| - || o-Lipschitz constant of the function ¢ +— £,(W (x 4 0)). The following is the poof of Lemma 5.1.

Proof of Lemma 5.1. The proof is a direct derivation. Observe the following, for all (x,y) € Z and |W{|1,00 < A4, and
3,0’ € B, we have

2 2
£p(W (@ +8).5) — €W ( +8), )| < ~[W8 = Wl ow < = max | W, 6 — Wi,
p p i
2 2A
< 5 max [Wi [lullo - 8 los < — 5 o= 0|0
where W; . denotes the i-th row of 1. The first inequality is derived from that £, is || - || o-Lipschitz with constant %. O

In the following we present the proof of Lemma 5.2.
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Proof of Lemma 5.2. First consider the ¢,-norm on the set 5. By Lemma 5.1, we have the function 6 — £,(W (z + d)y) is
|| - || co-Lipschitz with constant %. Consider the set Cg(ep/4A1). By Lemma B.1, and that ||0]|oc < 5, forall § € B, we
have

12A,8\¢
€p

Sl=n 124,58\
€p

122 < llzll2 + 8ll2 < ¥ + V|8l = ¥

(Cis(ep/ahy)| < (

Therefore,

and for (Z,y) € S with & = (z,9),

Thus, the result follows from Corollary B.4. O
In the following, we present the proof of Corollary 5.3.

Proof of Corollary 5.3. The proof is a direct application of Theorem 4.8 by setting « to % Thus, consider the following
integral

2
/ V108 Moo (€/2, Gaae, §)de < / \/CJWLIOgde

n

[y

Liog AW /1 1 Liog AW
—_— —de < VC S log(e)]x
oa(n) p Jy <%=V Togty 5 18
Lioe AW - AV
= /Ol —log(n) = VCLjpg—
log(n) p p

The first inequality is due to the monotone property of integral. The second is by noticing that replacing € by % in Lyog can
only increase its value. Plugging this in Theorem 4.8 gives the result. O

B.2. Spatial Adversarial Attack

In this section we present the proof of adversarial generalization bound in Corollary 5.9. The first step is to show that the
transformation 6 — (W (A(z,d),y) is || - ||o-Lipschitz as summarized in Lemma B.5. We first show that § — A(x, ) is
(Il - lloos II * [oo )-Lipschitz. The following lemma states the result.

Lemma B.5. Let A(x, ) be defined as in (9). For all ||z||; < Uy, and 0,0’ € B, we have,

1A(z,6) — A(z,6") oo < 4VAV1[|6 — ']l cc

Proof. Let U® and V*° be the indexes corresponding to § and U*’ and V*’' be indexes corresponding to ¢’. Further let
a=||(U*,V*) = (U*',V*')||« - Then by the definition of the £.,-norm and the transformation A, we have,

IA(z,0) — Az, 8")lloo
Vi Vi

= I'n%i}]( E E rg(max(0, 1 — |V — k) max(0,1 — |UF —I|) — max(0,1 — |V;* — k|) max(0,1 — [UF" —1|))
1€
k=11=1

Vd Vd
aXZZ || [(max(0,1 — [V} — k|) max(0,1 — [U7 — ) — max(0,1 — [V;*' — k|) max(0,1 — |U" = 1]))],
k=1 1=1
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where the inequality follows from the triangular inequality. For arbitrary k,1,i € [V/d], let a = max(0,1 — |V;* — k|),
b=max(0,1 — |U? — 1), a’ = max(0,1 — |V*' —1|), and b’ = max(0,1 — |U$" — I]). Consider the following inequality
lab — a't'| < |ab — ab| + |ab’ — a'V|
< lallb =¥ + V'||a — o]
<|b=¥|+|a—d|
The first inequality is due to the triangular inequality and the last follows by |al, || < 1. Thus,
[A(z, 6) = A, ")l
Vd Vi
< maXZZ |zr1| (| max(0,1 — |UF — k|) — max(0,1 — |U" — k)|
l==
+ |max(0 1—|V# —k|) —max(0,1 — [V — k])])

<maXZZ\xkz| U — k| = U — Kl + |V — k| = [V = Kll)

k 1i=1

Vd Vd
<max Y ol (U7 - U+ IV = Vi)

S =11=1

< ZZ 2] 20 (U, V*) = (U, V) |oe < 204 (U°,V*) = (U, V)1,
k=1 1=1

The first inequality is due to the triangular inequality. The second inequality follows from 1-Lipschitzness of the function
2+ max(0, ). The third inequality is due to the reverse triangular inequality (i.e., ||c| — |d|| < |c — d|). Now it remains to
derive a bound for ||(U%,V*) — (U*',V*')||s by ||0 — 0'||0o. Observe the following

(U2, V®) = (U, V)]l = Ig?;fmax(\‘/f - VL oE = Ug)
= ?é?j](max(\vt(%z — 033) — Ui (821 — 831)|, [V (812 — 013) — U} (611 — 1))
< Tifé?jfmax(\vﬂwzz — o + [U{[1621 — 83|, [V |12 — 01| + |Uf|[611 — 611))
< 2vd||5 = §'|| o

The second equality is due to the definition of S and (7). The first inequality follows from the triangular inequality. The last
inequality is derived from the fact max;cq [V = v/d. Combining the two inequalities we get

1A(2,8) — A(2,6") oo < 4VAV1[|6 — ]| cc.

The proof is completed. O
We now utilize this result to prove Lemma 5.7.

Proof of Lemma 5.7. For 6,8’ € B, we then have

10,(W A(,8),9) — £,(W A(z, ), )| < %HWA(ac,a) — WA, )

%m?ﬂ (Wi, (A(x,6) — Az, 8))) |

2
[ max Wi [1[[ Az, 6) = A=, 6")[|oo

IN

IN

IN

8
;Almlﬁua— | oos

where the first inequality follows from the Lipschitzness of the loss £, the second from the definition of ¢.-norm, the third
from the Holder inequality, and the final from Lemma B.5. O
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Proof of Lemma 5.8. We consider the £.,-covering number of the set 3. Recall that, we have, by Lemma 5.7, the function
d = L,(WA(x,8),y), 1s || - ||o-Lipschitz with the Lipschitz constant %Alllll v/d. We now aim to control the size of the set

Cp(ep/16A,¥1v/d). By Lemma B.1, for the ball B = {5 : ||§]c < 3}, we have

4
Cis(ep/16A,7, V)| < (W)

By the construction of S , we then have

§l=n (48A1\1/1\/8(3)

€p

Further note that | A(z, 0)||2 < 4]|z||2 < 47, for all z € X, since spatial transformation does not alter the norm of the input
except for the factor of 4 due to the bilinear interpolation. Thus, the result then follows from Corollary B.4.

O

C. Proofs of Applications to Neural Networks in Section 5.2

In this section, we present the omitted proofs of section 5.2. The technique is similar to the linear case. We first establish
the Lipschitzness property of the functions § — £,(Nw (A(z, d)), y). We then extend the data set and apply £..-covering
number results of the neural networks function class.

We first review the following Lemma (Ledent et al., 2021b). It establishes a bound on the /.,-covering numbers of
norm-bounded neural network function classes.

Lemma C.1 (Ledent et al. 2021b). Let F be the class of neural networks that is, F = {x — Ny(x)}, where W =
(W1, ... ,WE) are a set of weights and Nyy = WEo(WL=1o(... W'x)) with 1-Lipschitz element-wise non-linearities o.
Define the loss class L = {,, o F where {,, is defined as (5). Suppose that |W'||21 < a; and |W'||, < s; foralll € [L — 1],

IWE|2 < ag, [WEl2.00 < 1, ||2]l2 < b, and my is the width of the I'th layer. Then given a data set S with n elements
and € > 0,
CL2b2 L L g2 _
log Noo (€, £,5) < Zé log ((C16T/(ep) + Com)n + 1),
= 1=1

L _ .
where I' = max;¢(r (IT,2; sa)aymi /s, m = max; e[z my, and C, C1, Co are universal constants.

C.1. /. -additive Perturbation Attack

The first step is to derive the || - ||oo-Lipschitz constant of the loss function as a function in the noise parameter. We start by
the following lemma on || - || -Lipschitzness of neural network as a function of the input.

Lemma C.2. Consider the neural network function Ny (x) defined as (10). Given x, 2z’ € X, then forally € Y

L
160 (Now (), ) — £ (Now(a'), y)| < % (H 8[) Vish [z — '] .
=2
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Proof. Let N{/v be the output of the I’th layer of the network Vyy,. Consider the following,

10, (Now (), 9) — (N ('), 9)| < %nsz(m) — Nw(@)loe

2 _ _
= ;IIWL(NVLV Ha) = Nyt (@)oo
2 _ _
< = max [[WiE ||2[|(Nyy (&) = Nyt (@) o
p'Le[mL]
2 2
< p [sWie—w'a'|, < p [Isivmilw'e — w'a'|o
=2 =2

L L
2 2
<= | | s1y/m1 max ||W11H1||x — 2 ||oo = = | I siv/misi]|z — '] o-
s i€lm] s

The second inequality follows from the definition of ¢.,-norm and Holder inequality, the third from the fact that the
non-linearity is 1-Lipschitz and by induction over the layers. The fourth is from the fact that ||z||s < V/d| 2|, for all
r € R4, O

We now present the proof of Lemma 5.13.

Proof of Lemma 5.13. The result follows directly from Lemma C.2. Let 4,8’ € B, then for all (z,y) € Z

L L
2 / 2 ,
(Nl -+ 8),9) = LN+ ), )| < - TLsow/mst e +8) (@ +)loo = 5 TLsvw/mus 16— 'l
=2

=2

The proof is completed. O

Proof of Lemma 5.14. We consider £, covering number of set 3. By Lemma 5.13, the function § — £,(Nyy(x + 9), ), is
|| - [|so-Lipschitz with the Lipschitz constant 2 Hleg s1y/m1s). By Lemma 4.4, we aim now to bound the size of the set
P

Cglep/d Hlez siy/m1st). By Lemma B.1, and that ||0]|o. < 8, we have

< (12115_2 sz\/ﬂ718’15>d.

€p

L
of (ep/4 H s“/mls'1>
=2

Therefore,

€p

I d
|§|:n<12Hl—28“/m18/16> ,
and for (%,y) € S with # = (x,4), we have
1&ll2 < llalla + 152 < @ + V|60 = ¥
Thus, the result follows from Lemma C.1. O

C.2. Spatial Adversarial Attack
Proof of Lemma 5.18. The proof follows directly from Lemmas C.2 and B.5. Let §, 8’ € BB, then forall W € W, (z,y) € Z,

MP(NW(A(J;’ 6))’ y) - £P<NW<A(x’ 6/))7 y)'

IN

%H siv/musy||A(z,6)) — Az, 8) s
=2

IN

L

8

P [ sivmnisi @i V|6 — &'
=2

The proof is completed. O
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Now we present the proof of Lemma 5.19.

Proof of Lemma 5.19. The function § +— £,(Nw(A(z,0)),y) is || - ||cc-Lipschitz with the Lipschitz constant
%Hf:z sl,/mls’lllflx/ﬁ. By Lemma 4.4, we aim now to bound the size of the set Cz(ep/16 HZL:Q sl,/mls’l‘lflx/&).
By Lemma B.1, and that ||§||o, < 3, we have

§ (48Hf—z szm«s’l%ﬁw>4
< - .

L
Cg <ep/16H sl\/mlsiwl\/cj>
1=2

Therefore, we have

4
|§| - (48 Hszz sl./mls’llIll\/g6>

€p

We again note that | A(x, §)||2 < 4]|z]|2, by the fact that spatial transformation does not alter the input norms except for the
factor of 4 from the bilinear interpolation. The result, thus, follows by Lemma C.1.

O

D. Proofs of Optimistic Bounds

Proof of Lemma 6.5. The proof strategy is to show that the covering number of the set Go4v|% is controlled by the covering
number of a set of functions of the adversarial noise. To that extent define the set Hg/|, =

(A )0, (AL ) 0k F( A ) 0 F( Ay ) w0)k) w € W, Raay(w) < 7} € (R7)P
and
Hs = {(F(Alwr, ) ), FA@L ) w)ics o F( A, ), w1y (Alwn, )y w)i) s w € W C (RS,
Let
Oriat, = { (A0 O OO ) sw € W € @)

be an (Wer)‘“ (s )-cover of H 5|,.. Further suppose that it is a proper cover, that is C'y |, C Hs|. Note that for any w € W
there exists a j(w) such that

; —JW <
gelﬁrgleag;g%lf(fl(%ﬁ),w) CZ (5)k|_)\(2r)9~

We now claim that Cy; |, can be used to cover the set G| at an € resolution as measured by /5 norm. In other words, we
aim to show that

seB B

%Z <max£(f(A(aci,5),w),yi) — rgleaxﬂ(c’g(w)(é),yi)> <e.
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Observe the following

1 Z <max€ A(z;,6),w), y;) — max £(c] ™ (5), yi))Q

deB

sfzvmax{maxa (A, 0),w), i), masc £(c]™) (6), ) }*/ max | f (Al 6), w) — ] (D) %

<= 2 A , j(w) A _ _ ) 2
<o D> X max{max ((f(A(wi, 0),w), yi), max ;™ (9),y:) }** mnas maxmax || f(A(z:, 0), we = ¢ (0l

(e ) 3 g (P (A 8 ) e (1 9), )1

deB

> (max ((f(A(i, 6),w), i) + max £(c] ™) (8), )’

n n

1
(xiw)
AN\ [1 1 20
- j(w)
< ()\(27‘)9> (n 2 rgleasxﬁ(f(A(xi, 8),w), ;) + o - Igleaé(((cg (5),%))

Since we can construct a proper cover at precision € from a general cover at precision €/2, we conclude that

N2(€7gadv|rvs) :NQ(G; gadv|rs) SN (2)\( )GaHS‘ )
Furthermore, since Hg|, C Hg, we have
Na(€, Gaaol", 8) = Noolg5 7 Hsl) < Now 557 Hs)

The following step is to show that we can control No (575mya (27" i Hs) by a cover of a discretized version of H . This holds by
Lemma 4.4 and hence completes the proof. O

Proof of Lemma 6.6. Note that by the definition of M., we have |S| = nK M..

Now our goal is to bound the local Rademacher complexity of the adversarial class R, (Fudv|r). By Theorem A.2 we have

R(Gaan|") < inf 4a+% V1og Na (€, Gaao|™, S)de | .
Select a = 4A(2r)? /y/n then
R(Goun|7) < 16A(20)° / /7 4+ L . 10g Noo (o Fuav, S)d
v r FEVZWRYE vy €.
“ v Janere ) ym Beee AN(2r)0 T
Now by change of variable we get
10A@2r)? [
A ~ A
R(Gaav|") < 16A(2r)° /v/m + T’"/ ’ \/logNoo(e,f, S)de
1
v

1-6
40A(2r)? [2EF —
< 16A(2r)? /v/n + O(\Fr)/ \/log./\/oo(e,}'adv,S)de
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135" , [a, b], we have

where the second inequality is due to the fact that b > 7. By the assumption N (e, Fdvs S ) <

1—-6
40M(2r)? [ —
R(Gado|”) < 16X(2r)0 //n + 40X(2r)” / i \/log/\/oo(e,}'adv,S)de
Vi

-0
40A(2r)? /zbalm R

Voo
40A@2r)* [R5

=16A(2r)? /v/n+ ——— X" — / La
o+

= 16A(2r)? /v/n + . QT)Q\/Ril [ ! }

o

The proof is completed. O

de

< 16A(2r)? /v/n +

€

=x’/v/n [24+9 +40

To prove Theorem 6.8 we require the following lemma, which gives optimistic bounds for learning with smooth loss
functions. We say ¢ is sub-root if r — ¢(r)/+/r is nonincreasing. We say r* is a fixed-point of ¢ if r* = ¢(r*).

f@)] < B.
Let ¢ be a loss function bounded by b. Let S be sampled i.i.d. from some distribution D. Suppose that the local Rademacher
complexity R, (L o F|") < ¢(r), where ¢ is a sub-root functions. We have with probability at least 1 — 6, for all f € F,

R(F) < R(P)+ 106 + 2 (10g(1/6) + loglog(n))) + \/R(f) (87 + 2 tow(1/0) + logttog(m) ).

Proof of Theorem 6.8. Note that by Lemma D.1, with probability at least 1 — § we have the following inequality for all
w e W,

Ragyv(w) < Ragyv(w) + 1067 + %(log(l/é) + log(log(n))) + \/Radv(w) <8r* + ZJ:;b(log(l/é) + log(log(n)))>,

where r* is the fixed point solution of the sub-root function ¢(r) satisfying R,,(Gaav) < ¢(r). Observe also that by
Lemma 6.6 and that # = 1/2 a good candidate of ¢ is ¢(r) = A\/2r/\/n {16 + 40 /R% log (W)] Therefore,

2
o= );TZ [16\/§ + 40, / R% log (W)] . It follows the following inequality with probability at least 1 — § for all w

<R 10&21\/24/ 1 b0y log(1/6
Radv(w) _Radv(w)+ n 6 +40 Rﬁ 0og 22+9)\ (Og( / )

+log(log(n))) + 4 | Raay(w) <8n/\2 {16\/5 + 40, /Rﬁ log ( ;;2{)} (log(l/ )+ log(log(n)))>.
The proof is completed. O

E. Example of Robust-self-bounding Loss

In this section we show that the loss function
1 if M(t,y) <0,
y) <

Ly(t,y) = { 2(M(t,y)/p)° =3 (M(t,y)/p)*+1 if 0 < M(t,y
0 if M(t,y) > p,
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is a robust-self-bounding function. It was shown in Reeve & Kaban (2020) that for ¢, ¢’ € RE

[Lo(t,y) — €(t' )| < 2v/6/ pmax{e(t, y), (' )} 2 1t = ']l - (16)
Now consider the function v : B — R¥ and i : B — RX. Then
_ < _
| max Ly(1(0), y) — max L, (v(8),y)| < max|Ly(u(6),y) — Lp(v(0),)|
< max 2v/6/ pmas{ Ly (1(8). ), Ly(v(8). 1)} [|(8) = v(9) oo

<2V6/p max{rgleag Ly(p(0),y), max Ly(v(0),y)}* max [1£(0) = v(0)][ oo,

where the second inequality is due to Eq. (16).



