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Abstract

Smartphone applications (“apps”) with artificial intelligence (Al) algorithms are increasingly used in
healthcare. Widespread adoption of these apps must be supported by a robust evidence-base and
app manufacturers’ claims appropriately regulated. Current CE marking assessment processes

inadequately protect the public against the risks created by using smartphone diagnostic apps.



Commentary

With an ever increasing skin cancer burden on healthcare, technologically-enhanced diagnostic tools
such as smartphones have potential to improve triage and provide earlier and more accurate
diagnosis of all skin cancers, in the hope of improving both morbidity and mortality (1). Inthe UK, 8
in 10 adults now own a smartphone (2) and a wealth of smartphone applications (“apps”) with a
dermatological focus are available. Between 2014 and 2017, 235 new dermatology smartphone apps
became available to download; teledermatology apps having the largest market share (3). With the
apparent explosion of artificial intelligence (Al) applications in medicine and given the routine
acquisition of images of suspicious skin lesions in dermatology, the skin cancer field is set for
exploitation of new and evolving machine learning techniques (1). Colour- and symmetry-based
analyses of images of suspicious skin lesions, combined with a simple graphical user interface
theoretically allow an immediate risk assessment and subsequent ‘next steps’ recommendation to
app users. If sufficiently accurate, Al-based apps have the potential not only to encourage those with
high risk lesions to quickly seek appropriate specialist advice, but also to reassure the ‘worried well’
that their risk of skin cancer is low. On the other hand, apps with poor diagnostic performance risk
false reassurance and inappropriate delays in obtaining medical assessment, and have potential to

further overwhelm health care services if benign lesions are wrongly flagged as high risk.

What is the evidence base?

A recent systematic review of algorithm-based smartphone apps identified evidence of diagnostic
accuracy for only six apps for skin lesion risk stratification (4). Only two of the six apps are currently
available to download (SkinVision and TeleSkin’s skinScan app); the remaining four could not be
found online or had been withdrawn from the market (4). No published evidence was identified for
skinScan, however three studies of SkinVision showed small improvements in diagnostic accuracy
over time. A subsequently published study of SkinVision reported considerably higher sensitivity of

95% and specificity 78% for identification of malignant or pre-malignant lesions (5).



A sensitivity of 95% is an impressive headline result, however not only do serious flaws in the
evidence base call into question the validity of this result (6), but there is considerable potential for
harm. Used in a low prevalence, real-world setting, e.g. using UK age-standardised incidence for
non-melanoma skin cancer of 257 per 100,000 (7), an app with hypothetical sensitivity of 95% and
specificity 80%, would have a positive predictive value of only 1.2%. With around 20,000 false
positive results for every 100,000 app users, the potential consequences to healthcare services are

huge.

Flaws in the evidence

Available clinical evaluations have a number of serious flaws. Firstly, and most importantly, Al
algorithms have been developed and evaluated using images of highly suspicious skin lesions that
have been selected for examination by a skin specialist and have subsequently undergone biopsy, or
have incorporated app users’ data in a way that will have biased results (4, 6). Such studies include a

narrow spectrum of lesion types, inflating estimates of both sensitivity and specificity.

Secondly, the images used have been taken by study investigators using study phones often under
optimal conditions rather than by smartphone users with their own devices. Variable image quality
will affect how well an algorithm performs and lead to unevaluable images, which are often
excluded from smartphone app evaluations. Up to 10 attempts at image acquisition have been

reported (4), seriously affecting the usability of apps in practice.

Finally, most studies have relied on expert diagnosis to confirm the presence of a benign skin lesion
with no clinical follow-up to identify any false-negative results, resulting in overstated claims

regarding app sensitivity.



Regulatory approval

Under the EU Medical Device Directive, smartphone apps that make a medical claim (for example to
‘detect’ or ‘aim to catch’ melanoma or skin cancer at an earlier stage (4)) are class 1 medical devices
that do not require independent regulatory inspection. App developers effectively ‘self-certify’ and
apply CE (Conformit Europenne) marking, usually advertising disclaimers that app results cannot
replace healthcare advice. There is no requirement for app manufacturers to provide evidence of
how well the app performs in the population in which it will be used in practice. Even when the EU
Medical Device Regulations and the new UK Conformity assessment “UKCA” come into force in May
2021 and January 2021 respectively, the minimal performance requirement is for the app to perform
as it claims to. This is an incredibly low bar for a technology that could inform an individual’s
decision-making regarding whether or not to seek healthcare advice for a potentially fatal skin

lesion.

The US FDA has a stricter assessment process for smartphone apps, considering “a risk to a patient’s
safety if the mobile app were to not function as intended” (8). It is perhaps telling that no skin
cancer risk stratification smartphone app has received FDA approval to date. With the changing
regulatory system for medical devices in the UK on leaving the EU, there is an opportunity for
regulators to enforce more stringent requirements, to ensure app ‘performance’ is established in a
clinically relevant cohort and in a clinically meaningful way. Moreover, It is essential that both
healthcare professionals and regulators are alerted to the potential harm that poorly performing

diagnostic or risk stratification apps create.

Informed choice?
With the exponential growth in healthcare apps it is challenging for smartphone users and clinicians
to make informed choices. App user ‘ratings’ have been shown to be poor indicators of the clinical

utility or usability of health-related apps, with few apps addressing the needs of the patients who



could benefit the most (9). Skin cancer specialists must encourage more informed app choice by
patients while acknowledging the limitations. In the absence of more robust regulation, a generic
framework such as the five-level pyramid for app evaluation and selection (10) provides one possible
route to ensuring that app choice is informed in regard to safety, data privacy, clinical evidence,

usability, and data integration.

To date, there is no high quality evidence for the accuracy of algorithm-based smartphone apps for
risk stratification of skin cancer when used by the general population of smartphone app users.
Regulators should take action not only to require independent appraisal of the clinical evidence
supporting smartphone apps, but to require clinically relevant evidence in order to protect the
public from potential harms. It is the role of healthcare professionals to be aware of the limitations
of these apps to reliably identify serious skin cancers such as melanoma and to educate their

patients about this.
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